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RECORD KEEPING AND IMAGING TECHNOLOGY 
A LEGAL PERSPECTIVE 

 
The two main reasons why books and records are created, accumulated, and stored are: 

• self protection. and  
• legal obligation. 

 
The question "how long does the law require records to be retained" has often been met by the answer 
"seven years”.  That answer, had it had a prime, is long past it.  Its origin came from past statutory 
limitations on the bringing of claims by court action.  Those rules, now obsolete, typically placed a six-year 
limit on the bringing of such claims.  The limit was subject to the "discoverability" rule that the clock begins 
to run from the date the claimant became aware (or reasonably should have been aware) of the facts which 
gave rise to the claim.  In response to the rule, foreheads were often wiped of sweat, and records older than 
six years tossed out in obedience to at least the minimum expectation for self-interested protection. 
 
In Ontario, since January 1, 2004, the old rules on limitation of actions were abolished and an entirely new 
set of rules put in place.  Discoverability still applies, however typically the limitation is two years from the 
date of actual or deemed awareness of the facts with an absolute outside limit, regardless of discoverability, 
of 15 years.  Accordingly, from a self protection point of view, books and records of a business are now 
ideally maintained for at least 16 years. 
 
The legal obligation to create, accumulated, and store records and books of a business can arise from a 
number of sources.  Businesses subject to licensing and regulatory control such as most professions, 
restaurants licensed to serve liquor, transportation companies, utilities, and a host of other examples, must 
maintain prescribed records and for varying periods of time.  For example, lawyers are required to maintain 
the books and records of their trust account transactions for a minimum of ten years.  The mother of all 
regulatory legal obligations, and the most ubiquitous in its application, is the federal Income Tax Act. 
 
The Income Tax Act requires every person who carries on a business to keep records and books of account 
which contain the information to enable the taxes payable and amounts that should have been deducted to be 
determined.  The Income Tax Act  defines a "business" as including a profession, calling, trade, manufacture 
or undertaking of any kind whatsoever…and an adventure or concern in the nature of trade .".  In other 
words, just about everything that isn't purely personal is part or all of a business.  The Income Tax Act 
regulations require the foregoing records and books of account to be kept: 
 

• In the case of corporations, two years after the day the Corporation is dissolved.  To give an example, 
a corporation incorporated on January 1, 2001 and dissolved 50 years later on January 1, 2050, 
would be obligated to maintain the (accumulating) books and records from the day the business 
commenced in 2001 until January 1, 2052. 

 
• In the case of every other business, six years after the last day of the taxation year in which the 

business ceased.  To give an example, a lawyer who goes into private practice on January 1, 2001 
and practiced solo for 50 years, would maintain all of the (accumulating) books and records of 
account from the day the practice first commenced until January 1, 2056. 

 
That's a lot of records to be stored for a long period of time. 
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Alternatives to the storage of records and books originally created in paper form have existed for some time. 
.Hhowever, these alternatives, such as microfilming, are rarely economically or logistically accessible to 
most businesses. 
 
With the advent and widespread availability at low cost and powerful computer systems and document 
scanning hardware, the paper storage of records and books can be dispensed with in favor of digital 
image/data storage while meeting all legal and common sense obligations for record retention.  Tens, or 
hundreds, of cubic feet of paper records can be migrated into a storage media that can be slipped into a coat 
pocket, without any loss of status and with huge gains in continuing, low cost, accessibility. 
 
In Ontario, the substitution of the information on paper records in favor of digital replications of the 
information is recognized and accepted by law as equivalent to the maintenance of the paper records. 
 
Income tax information circulars IC78-10R4, and IC05-1, set out the Canada Revenue Agency's policy on 
digital substitution for paper.  In essence, the criteria for acceptable substitution is that the electronic records 
are accessible, and usable by a second party (the Canada Revenue Agency) and were created using a 
protocol which ensures the disciplined, accurate and reliable conversion of the paper information to digital 
form.  Subject to similar criteria which boil down to accessibility, durability, and integrity of the information 
contained in the electronic documents, the retention of paper documents in electronic form and the resulting 
electronic documents themselves, are recognized by Ontario’s Electronic Commerce Act as having the same 
standing as the replicated non-electronic documents.  The Evidence Acts of Ontario and Canada recognize 
the information contained in electronic documents as admissible evidence of that information, subject to 
proof of the integrity of the documents system by which the document was recorded and stored.  In the 
absence of evidence to the contrary, such integrity is proven if the document was stored in the usual and 
ordinary course of business by a person (such as a business devoted to creating and storing digital images of 
a customer's records and books), who did not record or store it under the control of the customer (i.e. an 
independent contractor). 
 
By way of sidebar, the terms "electronic signature" and "secure electronic signature" come up in the context 
of electronic documents.  An "electronic signature" is the Pontiac Sunfire of electronic signatures.  It is 
simply electronic information that a person creates to sign a document by associating it with the document 
itself.  For example, a person who takes a snapshot on an electronic camera, downloads the image to a 
computer, opens it in a photo imaging program and, using the latter's tools, types his/her name onto the 
image and saves the file, has signed that electronic document.  The text of a contract set out in a 
wordprocessing document could be signed by the signer/typist typing in his/her name at the end of the 
document, with or without the statement "this is my electronic signature".  A "secure electronics signature" 
is the Daimler Maybach of electronic signatures.   By way of simple summary of it’s process, a person 
associates an electronic signature with an electronic document through the use of encryption technology 
which allows an independent referee to confirm, through the application of complementary encryption 
technology, that the electronic signature is genuinely that of the person it purports to be. The recipient of the 
document then receives with independent verification of it’s authenticity. A full description of the secure 
electronics signature protocol is set out in the Secure Electronics Signature Regulations to both the Personal 
Information and Protection and Electronic Documents Act (Canada) and the Canada Evidence Act. 
 
Relevant excerpts from the Income Tax Act, Income Tax Regulations and Circulars, and Ontario and federal 
legislation, are attached. 
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